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GFI Content Security Configuration E@
File  Action Wiew Help
=X
I[D Console Rook WailSecurity/DownloadSecurity Configuration {Local)
= 5] Option Description
=F| Content Checking @ . . . . .
Conkent Checking Configures a list of content checking rules. G F I M S t
i :Iiascgg?:‘fog:l;‘is Checking %Attachment;‘DDwn\oads Checking  Configures a list of attachment and downloads checking rules, al e C u r I y
E-mail EXD|DithI‘|g$‘\E &Virus Scanning Engines Configures the various wirus scanning engines.
@ E-mail Threat Engine E-mail Exploit Engine Configures the checking of a list of patentially malicious e-mail exploits, E‘U I
% Quarantine Options @E-mail Threat Engine Configures Email Threat Engine options.
1] Logging &Quarantine Options Configures the recipient of e-mails that are quarantined,
+ Bfy General Lngging Configures which features wil be logged in the default log files.
%Ganeral Configures SMTP server and port, and defaulk manager.
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Default Content Checking Rule Properties
[eheral Subject | Achons | Users/Folder=

v Check Inbound e-mails
W Check Outbound e-mails [ Block all PGP encrypted e-mails

Iv Content check e-mail body and atkachment s for: 1 tri}l,g;:é]-g ’Ifjj .[ kR o
 SVTEEIEVZ P T AT
Conditiors #dd kepwaord.,., Sl FF o

T Pl

% i
7

[ Match whole wards only

attachment checking Dptions... ‘ Expart..

[ 0K ][ Cancel H Apply ]
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Default Content Checking Rule Properties E]

General | Subject| Actions | Users/Folders

[v Block e-mail and perform this action:

{(* Quarantine e-mail ¢ Delete bodytattachment © Delete e-mail

- Ml:uvetcufculder:| 2. IKIQJ [“1%'{;[&%]5%] F“f l_§

M otification

[ Motify user via e-mail [message in the fallowing file);

[ Motify manager via e-mail [message in the fallowing file)

[ Log e occurrence to this file 3 &%ﬁk%ﬁ% Fi J t’[ B/ES’EJ i
e | Hf el A

(] 4 ][ Cancel ][ Apply ]
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Default Content Checking Rule Properties

Gehersl Subject | Actons | Users/Folders

v Check Inbound e-mails
W Check Outbound e-mails [ Block all PGP encrypted e-mails

v Contert check e-mail body and attachments for: ,:%FI P FL )I\H_%ﬁ tfj EI”;]\I:[ [[:ﬁiﬁgﬁl ;/f/

Conditions Add keyword.., FIGJFI ); |

% bty

[

fdd condition - |

Edi...

Remove

| Match whale wards anly Impat...

ddiqld

attachment checking Options... | Export..

[ k. H Cancel H Apply l
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General | Actions | Users/Folders

% Canfigure a file checking rule.

[+ Check Inbound e-mails

[ Check Outbound e-mails [¥ Check FTP/HTTP downloads

Select which file types vou wizh b block:

{* Block all attachments/downloads

7 Black thiz list; E xtension -

£ All ercept this lizt % ade
" % adp
% asf
% bas
% bat
% chm

- b
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[ Ok, ] [ Cancel
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& #Norman Virus Control * BitDefender Jff 2 i1k iy = McAfeelf 2 4
il F[*Jg,‘ S PE R EEL DY = R

« Norman B’BFFF =) 2k 100% Virus Bulletin #7167~ (845 - BitDefender
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Morman Virus Control Engine Properties E

General | Lipdates

|E| Configure Morman irug Control engine options.

I¥ Scan Inbound e-mails IF[,
[v Scan Dutbound e-mails [v Scan FTRPAHTTP downloads

R A

MicrosoftR “Word, Excel and Powerpoint macro checking
" Do nat check macros [not recommended)

f* Block all documents containing macros

() PSR
Eﬁ%ﬁ% B E | Office

Binary viruzes signature date: 5/11/2002 macros

Binary viruzes signature count: 46636

Marman Scanner Engine Wersion Information

Scanner engine version: 5.00.47

kacro wiruses signature date:  5/171/2002

hacro viruses sighature count: 9304

] ] [ Cancel
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‘il GFI Content Security Configuration g@

File Action View Help

@ AmERE @

I[:I Console Rook E-mail Exploit Engine 15 email exploit{s)
= E MaiISacunty,l’Duwn\?adSecurity Configur. Exploit Description ‘ Last Updated (Check For Exploit Exploit
Eft';f:n:ecnht?;':&iloa S— L5-I0 File Extension - (High alert) 15j02/2002 Enabled 1
alfarmed File Extension - (High alert) 15/02{2002 Enabled 3
+ & Wirus Scann\ng Engines . . .
va ActiveX Component Exploit - {High alert) 15/02/2002 Enabled 4
@ E-mal Threat Englne ime header vulnerabilicy - (High alert) 15/02{2002 Enabled 5
2 Quarantine Options 5% buffer-averflow - (High alert) 15/02/2002 Enabled [
Lagging apup Chiect exploit - (High alert) 15/02f2002 Enabled & IEI EJ E@ JJELH %‘;L
+- By General bject CODEBASE File execution - (High alert) 15022002 Enabled a F[ \—
; cal file readingfexecution - {Suspicious) 15§02 200 Enahled i
va security vulnerabiliy - (High alert) 15/0z{2002 Enabled 11
SScriptCantral, SeriptContral exploit - (High alert) 15/02{2002 Enabled 1z
ffice %P Activel control exploit - {High alert) 15/02/2002 Enabled 13
indows 2000 indexing service Activel scripting - (High alert) 15/02/2002 Enabled 14
cal Java Applet execution - (High alert) 15/02/2002 Enabled 16
emote File reading - (High alert) 15/0z/2002 Enabled 17
Fragmented Message - {Suspicious) 8/08f2002 Enabled 15
< > € >
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A Cherkiwininet

Cherks if Fhe exrrubable ries fomake nerwitk connecrinns

Tree I Trojan and Executable Scanner 29 definitions
D Console Root Marme | Descripkion | =
E-@ MailSecurity Configuration (Lacal) o CheckknownPackers Checks if the executable is compressed using packers which are usually used ...
Content Checking QCheckUIN Checks if the executable tries to access 1CQ UIM database
----- Attachment Checking i CheckCachedPassword Checks if the executable tries to read cached passwords stored on the system . _
[=)-4 Virus Scanning Engines &A CheckFTP Checks if the executable makes use of the File Transfer Pratacal (FTP) I [F—"I ( 3‘[ &%i[‘ l'j‘ T‘é‘i’#__t
‘ﬁ BitDeFender A CheckIRC Checks if the executable makes use of the Internet Relay Chat protocol (IRC) l:l I ll I_‘J
Harman Yirus Conkrol SACheckIcq Checks if the executable tries to send an ICQ message
U MeAfes QCheckLanman Checks if the executable tries to access to network connection properties ?FHI
il EXDID't Engine &A CheckRas Checks if the executable tries to access Remate Access Services (RAS)
bl HTML Threat iy T ChErkREister ServicePrre ks iHherererntahie-tries o hidertsel-Fromr e wintows-TaskomaEraner o
Decompression srgine $A ChecksMTR Checks if the executable makes use of Simple Mail Transfer Protocaol {SMTP)
2 Quarantine Optians QCheckVBDelph\Network Checks if the executable was written in Delphi ar Yisual Basic and tries to mak...
(& Logging QChecH.lIChange Checks if the executable tries to change keyboard, mouse or display settings
Y Motification Templates QChecld.lIChangeZ Checks if the executable tries to change kevboard, mouse or display settings...
B General QChecH.lIChangeS Checks if the executable tries to change keyboard, mouse or display settings b
. General Settings A CheckEXERacker Checks if the executable is compressed
Version Information Qcheck far Flash Checks if the executable contains Macromedia Flash animations
@ Licensing &A CheckMetwark Checks if the executable tries to create Internet or Network connections
g GFI MailEssentials QCheckKBHooks Checks if the executable tries to do keyboard lagging and similar functions
g Suppork QCheckDia\up Checks if the executable tries to make use of dialup
Qcheckﬁ\utorun hecks if the executable tries to add it self ko the Windows autorun
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ScanMail Exchange®4& $2,430 $10,475 $19,050
MIMEsweeper $3,233 $8,664 $12,277
GFI MailSecurity $1,495 $3,500 $4,995
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