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Eﬂl_ service packs °
E (IS H#E¥ Windows NT EJFL—Q’F; F o
[”H PIpS (SRR & TSR
fl [ Microsoft " [AdH-pU[SH#d - service packs I[! Microsoft Office » Microsoft
SQL %njé‘ » Microsoft exchange i35y = Microsoft ISA 7355+

© FRE T erTFF”?F‘éi_ VHAEELAE o

&F7R1 GFI LANguard Afisd = i |

B<GFs



2<GF; 99

22 A A0 SRR GFiLANguard

= YA PV S

51— # 1 45E Microsoft SUS 75

| System Properties Llﬁl
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Be LR Yew Fpocte Jok e ! windows can [ind the updates pow need and dafives them
deback o - G (3] (| Diewcs [SiFavertes FHmtery | e O dinectky bo your|compules

& i - .
7 [+] Eeeen my compites up to date. \With this seftng anabled, Windows
aﬁaﬁ Umm Update solhwate may be sulomatically updated proi to appheng

izl arw atken updates:
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The: followang patches b not been downiosded yet [iegured for deplogment] | Cortirass I
Serve the fles in ILAN guard download dirsciony
L GFT LaNguard Network Securily Sconmer v(: heen ol palches e downk | prossC Corcsl
Fle Edt Yiew Scan Patches Took [Akgused Tray  Help
OO D@ DA o = B & rwmafnex 2]
- | List af patches b be downlosded
o Inclalled patches (1) =|[cnecking FTP Alerts ... baploymant will fad if they loadad and prasant in the download
%8 Secusity su pobcy Checking DHS Alerts ... foddar of LAN guurd Matugak Secu cannar
. TCF Paats [17) Checking Hail Alerts ...
1 UDP Paits (] Check For EXPHSURFY commands ...
- ‘Ew F00 5.8.3 Unrecognized conmand Patch location
E M Patches [22
_,Ew??i‘l‘l:llsmﬂﬁﬂ-nth.‘ 252 2.1.5 Cannot URFY user, but will take Ehupdate ax 206441
43 The lstest service pack for his prodhuct isn | ME55298 For {root@backof Fice.com> OFIEZ0E MEXMLI0 «B6 e exe 318202
. MS0200 (3140 . : — . . &
5 M<:|z::-:6:='4|;?; Checking Service Alerts ... IBZ0T MSXMLI0 =BE exa 316203
G014 30 Checking RPC Alerts ... mxsarnl Sl gom 317044
F A4 ) - Checking Hiscellaneous ... - .
- MS02016 (318553 Checking InFormation ... DIPA006 W2K SPd WE6 EM.owe 324006
. MS02TT (311960 » Microsoft SOL server running : Wk ME0Z -0 397Ea0
* MS02-024 [320C0E) -p.ServerHame ;BOFF2ZK; InstanceMane ;HSSOLSERVEL| — __ ° °° | .
- MI2023 e =) IsClustered;HojUersion ;8. 00,198 top; 1433 np; | SEE2404 mazcal <gb.exa F29414
WS04 [A2EE0E) \ABOFFZIO\pipeysgligquery; CR10B4T Exe B10847
SRS [ CGI probing ... fi - ]
* ME0R4E (323172 Please wait ... el L-e 282132 ;I
¥ MSI080 (3251 Frantpage check (1) . = =
3 MSI205T (224720 S _uti_inf.html
E MEO2058 (3255 Toe manny timeouts. Aborting ...
+ ME063 (103234 =|[C61 probing Finished.
i [ ¢[” [Closing conmection ... =|
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e Edt  Wew Faeorkes  Jook  Help

Qe - (0 - [ [2] g s rmors @m0 (- D - @

Agdrss |ﬁ_‘ {iFBecerver jrempltieghilreport - missing patchsimissngpat che, homl j ﬂ Go | Liks *

172.16.120.81 [ BRIANAZ ] Windaows 2000 Service Pack 2 G FI LANg u ard H‘Eﬂ z ,_ » :—__l‘r‘\ ?F{

—_—

EB Missing patches I » 0 Vs

L %-H‘ fiwg | B4 B

Windows 2000 Professtonal Service Pack 2 l%% %* Eg{ J/ J H ‘J l[%‘% TA —}S/
The latest service pack for this product is not installad ! I: [
Latest SP awvailable : Service Pack 3

Bbtp: rwww, microfoft. comMtechnat/Sacunty nlw i w2kipd, a5p SerViCe paCk

MEDZ2-001 - 311401
Trusting Domains Do Mot Werify Domain Membership of Si0s ;m suthorization Data

bt Meeww microsoft. com/Techet/security/bulletn MS02-001. 350

MEOZ-006 - 314147
Uncheckad Buffer in SNMP Service Could Enable Arbitrary Code to be Run

http: A, microsoft, com/TechNet fsecurity Dulletin/MS02-006.. 350

MED2-D14 - 313829
Unchecked Buffer in Windows Shell Could Lead to Code Execution

brp:fwww . microgaft. com/Techet/security,DulletinMS02=-014. 350

MB02-017 - 311967
Unchecked Buffer n the Multiple UNC Provider Could Enable Code Execution (Q311967)

http:/fwww microsoft com/TechNetfsecuritybulletin MSO2-017. 350

MED2-024 - 320206

Authentication Flaw in Windows Debuegger Can Lead to Elevated Privileges {0320206)

ME0Z-029 - 318138 =l
.EI i_-glnl:d intranet i
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E{,GFI Wwhat do you want to scan today 7

www.gll.com
() Scan one computer

Hosthame|\P addrezs : | machinel23

{(+) S5can range of computers g%ﬁﬁﬁl %ﬁi’g’:{ Iilfjﬁ[ﬁ‘[ ‘
Soan fiom IP address: [111.11.111.231 | [1.254]
To:  [111.11.111.232

() 5can list of computers

Lizt of computers ;

[T_X 3 AT IRES &
LANgvard ﬁggﬂ?ﬁ}*ﬁfﬁ SpEp

LI T T LT ;R) ™ I
Network Security Seanner

() S5can computers part of a network domain

[ Fick computers ... l

&dd to favu:urites| [ Cancel II Firizh l
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GFEI LANguard Network Security Scanner, v(3. 2)
File Edit Yiew Scan Patches Tools LAMguard Tray  Help

o D' & :-* @' = u @ Target:lmgelahuutil3 w | 2P

= ||| Aocount management failure -~
-3 Aocount managemem SUCCEsS
+- [ NETBEIOS names (5] -+ Dinectory senice access failure
ﬁ Usemame : FORGETABOUTIT3 - Acocount logon failune
B MAC : 00-50-04-54-53-96 [3C0M CORPORATION) N0E U p—,
. - ) seanning thneas arted ...
[ Time to live [TTL) : 128 [128] - Same nebwork. segment TCP scanning started ...
[ LaN Manager : Windows 2000 LAM b anager 2 open portis).
o in - GFl&P Gathering bannars ...
I Domain X . &0 - Trying to determine web server type
[ Computer uzage : “Warkstation Server - Microzoft. 115051
+ -l Shares [10)
+ Groups [12) UDP scanning thread stoppead.
+ Users [11] Aerts probing ..
+ % Services [B1) Checking FTP Mens ...
+ Sessions [2) Check!ng DN_S Herts
B N K devi 4] Checking hail Merts ...
+ Etwor X Eale Check for EXPNARFEY commands ...
+--=3 Local dives (4] 500 8.3.3 Unrecagnized command
+ @ Remate TOD [time of day) i
@ P d ool 252 2.1.5 Cannot WRF Y user, but will take message for
2 assword policy <root (Eforgetaboutit3.intemal .gfiap.com »
+ @ Reqistry
H- [ Imstalled patches (1] g:ectfng g‘;";'i: ‘:E“S
. - - ecHINg erts ...
+ @ Security audit policy Checking hzcellansous ..
+ % TCP Ports (8] Checking Information ...
UDP Partz [6 CG1 probing ...
+ orts (8] Pleaze wait ...
= {8 Aletts (35) 51 probing finished.
= e Mizzing Secunty Patches/Services [(20)
+--/) Windows %P Professional Service Pack 1 ;Ca'; CompletediniSisecond=:
+--/) Intemet Information Services 5.1 Gold b
£ » W
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MS hot fixes & service packs

GFI LANguard E}a\n:b #F}}“[%E'El%?ﬂ J R R RV ISR

« SQL ﬁﬁ%’;ﬁ' 2000

*  SQL 55N

* Microsoft ISA ﬁﬁm 3

* Microsoft Exchange 2000 f&¥E4y
* Microsoft Exchange 2000 EJJ e &1
» Microsoft Exchange 5.5

» Office XP

« Office 2000 [ E@: H

« Office 2000 F,J1 }‘f’g

- Office 2000 [ E]pyH Ay

« Office 2000 EEHy

« Office 2000 % &Inm A
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7t B IR SR Mot fixes |

3 LANguard Network Security Scanner (Deployment Log) - Microsoft Internet Explorer

2% Deploy patches E@E | Fle Edt View Favoskes Tﬂfk Help “
| #=eh - = - (@ ] | Qhsearch [SFavortes (HHstory | - S BH - H D

IAddress IﬁF' CiAProgram Fles)GFIjLANgeard Network Security Scanner 3 hetazb‘l,dmnload‘tdeplment_lnﬂ G0 ]l.hk.'- w2

‘Y'ou are going to deploy these patches on these computers. -
Reboot computers after deployment Deploment Log [
Generate a log file. It will be opened after deployment.

Frday, 5 July 2002 - 0259 AT

Before starting deployment, you should check. if all the settings are comect.

When dao you want deployment to take place 7
() Imnediately

O edudon s e Peployrmant siatus
4 x(192.168.1.34) successfully completed

Computer Statuz Progress

r X (192.168.1.34)

Cop}rmg patchcs to WIACEWTN M T system 32 Patches .

Copying patch Q318138 _W2ZE_SP3_X86_EM exe (1 lefbte go) ..

Patch copied,

Creating batch fle depley_patches bat .

Copying reboot gxe

Prepanng patch installaton ...

Let's verifiy f Schedule service 15 runnmng ..

Scheduled job added

Waiting until patches are installed ...

Scheduled jobs Brished,

Itis recommended to re-scan the computer in order to venfy the deployment.
& Awailable only in registerad version, Diene

1
&1 [T S vy Computer

sl 14|

PSR 1) T [ AT B SR service
pacljs
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Add custom patch

Deploy custom paiches Patch [executable) location

Deploy the fallowing patches [executables) : "]
Patches E

Patch location Parameters

|z a gtandard windows patch [fill in the parameters for me)

Or this operating systems [check only the ones that apply) Add l [ Cancel ]
O _.} windows NT "orkstation 4.0

[ & windows MT Server 4.0

[0 “Windows NT Server 4.0, Enterprise Edition
O _.} windows 2000 Professional

O _.} windows 2000 Server

O _.} windows 2000 Advanced Server

[0 Windows <P Professional v

O O O O 3 o

‘wihere anhy of thiz applications iz installed [check only the ones that apply]

O Q Internet Information Server 2.0 ~
O Q Internet Information Server 4.0

O 7 Interet Information Services 5.0

O 7 Intemet Information Services 5.1

O 1) SOL Server 7.0

[0 ) S0L Server 2000

[0 & Intemet Explorer 4.0 “

O O O [ O

Contitive ] [ Cancel
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2~ Filtml |

TS AR 53 (SNMP) TR

GF:

22 A A0 SRR

s

wﬁﬁ%a’&ﬁm@wwEﬁfﬁwﬁﬁvmawﬂﬁH@é@w~%»GH

& Report generator

FReport

Selsct a repot ta be queried [Soan XML fle]

Customize: repart

Query

Search for

Froperty Operating sy
Condiion | is squalto
Value

Dretermine if operating spsted
(OF
Add

Queries

d

iz exactly [V alus]

Qor

Close

LHHAGELAR T, > VA SRR -

Fll

Report generator

What is Report generator ?

This module allows you to define queries for filtering XML reports,
Let's say you have an XML repart containing 1000 computers and you
want ta find all Windows computers missing MS02-023 patch,
First you will need to select the XML report to be queried.
Next, define two gqusries :

1. Operating system includes Windows

2, Hotfix (patch) is not installed M502-023

Mow click Search,
The results will be displayed on this window,

Another example :
“You want to list all Sun stations running a web server on port 80,
“fou may define this queries :

1. Operating system includes Sun0S
2, TCP port is open 80

A &walable orly in licensed version

7158 < SR IE 1 S B
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€ Results comparation

First file for comparation [the most recently] :
ID:\Iab'\lannetscan'\Hepolts\w0h004.xml E”,l 7| New items

Second file : |» Removed items
ID:\Iab'\lannetscan'\ﬂeporls\wohooB.:-:mI ﬁ”‘l |v Changed items

Display——

2<GFa

22 4 A A

Fib i

.JJ.'\“

SHE SRR 3 R

141 RS T

Details

PATRIZIA [172.16.130.100)
@Anolher uzer iz logged on : "PATRIZIA", befare was - ™"
@ 4L has been changed : "00-50-BA-EF-BB-FD"', before was : ™'
METBIOS has been enabled.
TESTMCH-F2 [172.16.130.103] - host not exists in the second file [zkiped)
ROBERT [172.16.130.108)
METBIOS has been enabled.
@ SMB /S amba haz been enabled.
@ Reqistry access has been enabled.
17216130113
SMMP [Simple Metwork Management Protocol) has been dizabled.
MNETEIOS has been dizabled.
@ SMB /S amba haz been dizabled.
@ Registry access has been disabled.
& RPC (Remote procdure call) has been disabled.

[1

1 difference(s) found.
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GFI LANguard affnes = figpras == H PPV i i

Shavlik's HFNetCheck Pro 3.8 GFI LANguard g = ﬁ‘j}"ﬁ%ﬁ 3.X

B EE

e Exchange 5.5, 2000 () e SQL Server 7.0, 2000

e SQL Server 7.0, 2000 e  Windows NT, Windows 2000, Windows XP
e Windows Media Player (¥T) e Internet Information Server (11S) 3, 4, 5

e Windows NT, Windows 2000, Windows XP e Internet Explorer 4 2A £

e Windows NT4 Terminal Server (¥7) e RAMBHRZENEREFERDTW

e Internet Information Server (lIS) 4 and 5 service packs, hot fixes X 1&4@#1E.

e Internet Explorer (IE) 5.01 and up

e FIEHZXENERARERK Service packs

i I (E7):
8§o 5 (mii 2 5 & (25 IPs)
$1,123 & ( PCs) (|7F~E%1 InfoWorld FF‘ i ,\JN IPs Elﬁ$895
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LANguard ,1{ ,1\[, — oo
- Ben White, HMIS SpeC|aI|st r gewayCenter Inc. Fort Walton Beach, FL, = &%/

el IFIEJJ\EJ&: At :L%%MW' ZEHV R PAF 2 E i | GF
sl e

" GFI LANguard g I}"ﬁ%‘ﬁmw e o A —’Eﬁfjﬁﬁ% T Al A
SEISEIY— #l,ﬁiﬁ—{ jF'jE A ST E e [P
- Hugh Field h|ef Tec Aology Officer AirNet Wireless, Inc.

" Z$%f GFI LANguard g = ﬁ‘fﬁﬁﬁ' SEH ST e R B uclsr+ ,
If e
ﬁp %Arjan Onwezen IT- ProfessionalKLM (/7 @# &/ %4t %)

B<GFs



E<GFa °0

44 FIE LA GFiLANguard

&8

SRINE 2R P 07 GRI LANguard S = fidas - P e

 Daimler Chrysler

e Siemens Communications Limited

« KLM
« EDS
e United Overseas Bank Ltd . |
«  Virgin Mobile Amershamj|

* Medical Research Council (UK)
e South Australian Dept for Transport

 Amersham plc

e and many more



http://www.eds.com/
http://www.virginmobile.com/mobile/index.html
http://www.mrc.ac.uk/index.htm
http://www.amersham.com/index.html
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IR E 5V RS GFI LANguard afgiésd 2 it 87 PDF SRIf) 2 f ks

http://www.gfi.com/lannetscan/lanscanpapers.htm
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GFI T I 3B ~ B~ (R~ I FLZ P S o et 2 SRR

GFlI ﬂf[ﬁfﬁjﬁl GFl FAXmaker -~ GFIl MailSecurity -~ GFl MailEssentials ~ GFlI
LANguard # i, =I5 y] 55 3L H -

GFI &S I 2 il 20004 fob i P [ 1 % 5 <

ﬁ%ﬁ%ﬁ www.gfi.com VEHRI 2%rf -
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